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Science lights up the future

La science éclaire I’avenir

SOLEIL HW/SW control experience
and future plan




SULEIL Outline
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e PLCs at SOLEIL

— Types, distribution and applications of PLC
— TANGO integration
— OPCUA use cases

« Code generation and tests
— Programming environment and methods
— Future needs

* Monitoring and maintenance tools

« Hardware evolutions
— Signal handlings
— Fieldbuses Protocols
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SULEIL Types, distribution and applications of PLC

SYNCHROTRON

Technical choices made in 2004:

® « SIEMENS S7 300 hardware
BlULS  Profibus DP as fieldbus

IM
' Use of PLC Complexit Occurrence frequenc
: Signals measurement via TANGO Device Servers Low Always
Sl B B i e | Remote control of physical devices In most cases

Unit

Application of security rules For vacuum, PSS and machine interlocks
PID & regulation loops Bakeouts, gas flow control, ..

SM CP FM
m “ “ Process control High Rare

Signal Communication Function
Modules Processors Modules

Domain Quantity

Vacuum ~130 Accelerators & Beamlines

Machine interlocks 21 Use of daisy chained Boolean processors (FM352)

Magnet power supply (DC and pulsed) 31 Large Profibus networks (max 104 slaves, 600 meters long)
Radiofrequency cavities 9

Personal Safety System ~60 Safety modules & program

Beam Diagnostics 36

Cryogenics 2 External programming by subcontractors

Ventilation & cooling ~30 Full external supply (HONEYWELL & SCHNEIDER hardware, programming & maintenance)
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SULEIL
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TANGO integration: Two-stage communication method

PLC-Oriented PLC-Oriented PLC-Oriented . .
DeviceServer DeviceServer DeviceServer Since 2004 2017 Improvements For the
(Client #1) (Client #2) (Client #n) upgrade
500ms 1500ms oo 5000ms User end One dedicated binary Systematic use of generic
Polling period | | Polling period Lollurpsd client DS per physical device PLCDataViewer DS where commands,
A | type attributes, State and Status are defined
| TANGO ! by properties
1‘. Protocol ‘r' y Prop
| !
Sync‘hronous cyclic Synch{ggous data
data\ reading. Wit mg
Period\ is client- PLCServer < . :
e - ?
, Gependents T g PLCServer Based on Fetch/Write Based on S7 protocol / SNAP7 Library[1] OPCUA-based?
TANGL, \ s performs protocol
- — i - readings and Benefits:
Ethernet control e E writes from/to *  Asynchronism
network 1:| | Z| PLC data « Data aggregation
b Eli blocks (DB) for * Higher data rate
e Yy ) . .
‘ the clients DS «  S7 connections do not require PLC-
PLC side configuration
‘ Profibus
Digital or
analog w7
signals = =] !¢J
[

Valve

lon pump



SOLEIL OPCUA Summary

SYNCHROTRON

OPC Unified Architecture is a powerful communication model now widely
iIncorporated in multi hardware platforms.

Bandwith-saving

Security _
I Publish/subscribe communication S€lf descriptive
Authentification + Address Space and

Encryption A information model

\a

Wide application

Protocol et .
independant 40 purpose
TCP/UDP, cross-platform, open-source, ucontrollg 'S,
Websockets, : IEC62541 standard automation,
AMQP, MOTT supervision

software, OS, ...

< | (ECLIPSE Milo open62541(&

TANG. |




SULEIL Other uses of OPCUA with or without TANGO
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Case 1: Distribute data from a third-party software (PANORAMA Supervision)

Parts provided under private contract Evont viewer

for new cooling statiin DS
*”01%‘7,“5 , - “#5PC UA Event viewer
protocol T OPCUA
protocol —_— ango < - DS
- - D
—
: TANGEA~—_
OPCUA server integrated in Protocol Event viewer
: LS OPCUA 2Tango ith ‘event
OPCUA2Tan go [DS Schneider M580 PLC Panorama Supervision Software itn even DS

 Large amount of data over a limited number of OPCUA connections
* Work as OPCUA client, transform OPCUA Event to TangoEvent ( Archiving and Changing)
* Developed in java using Milo library

Case 2: Direct communication between controllers OPCUA Pub/sub
A way to simplify communication between ‘
heterogenous devices at the field level

Expected benefits:
* Fast and deterministic: When
used on Time Sensitive Networks

Motion
controller

Robotlc Arm
controller

(Not implemented yet) 7



CH ROTRON

Code generation and tests

SOLEIL I

La science éclaire I'avenir
Science lights up the future




SOLEIL Code generation and test
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Programming environment Conventions used:
* Object oriented design
« Standardized DataBlock internal

E AtkPanel 5.4 : ANS-COL/WVI/VS.1 <@godel.rcm — [0 X |ay0 Ut
3-stage object model 2004: Step7 2017: TIA Portal V18 . s-corps. . [T Closel| ~|  Standardized names for
T A N G feo N\ F?N‘angg;éwvjlw B mMNemonics
‘0/ \. SuperVISIon Iayer e M — F _\_\_\_\ﬁ\ OAEI . lerary Of Valldated
‘ Device Server IncomingSecurityEnabled o 7E| FunCtIonnaIBIOCkS
T object . -« Use of CVS repository
Interlocked [ ] E
Saalar |
J o — T e——
Y, N Data exchanged
Ethernet ) Supervision{inputs DataBlock Supervisionjoutputs between the
control object and the
network PLC layer Process inputs process or
DataBlock object > > ) supervision
/ Physical & Fieldbus _ _
Digital or inputs Physical & Fieldbus Part related
analog Functional block for data outputs }tohth(_a |
signals 3 treatment physica
—————— ————————“—"—,,——T ————— «T ____________ device
! > Hardware layer
§' Physical object
J 9

Valve
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SIEMENS
Q #1 -
Firewall High availability .
support Laptop Virtual Machine Switching
. S
Office computer™~& .
#n « Eases software maintenance

COn-call

Code generation and test

Centralized programming console

TIA * Provides better accessibility

PORTAL

g+

S e - Requires more security
(Firewall, VPN, Identity &
Access management)

Office
netwaorl

 Tokens reduce number of
needed licenses

FHouting

« May also be used for PLC
firmware & upgrade but
the SIEMENS Automation
Tool doesn’t work

\
M-

PLC #1 PLC #n PLC #1 PLC #n PLC #1 PLC #n

Accelerators Control network EBeamLine #1 Control network BeamLine #n Control network

10



SULEIL Code generation and test: The needs
: : Benefits:
Automatic code generation »  Provide standardized code
* Reduce programming time
§ggﬁ — — prog
v
/> N EEU—'é‘ TIA
XML > -\ >
\ />
D L Openess
{;} |
JSON _J )
Input files Syntaxical and Code API script + PLC dedicated PLC
(Configuration, ~ consistancy check génération Structured code files software API
functionalanalysisy =~ | e me e mmememmmeee———---oo |
External solutions: Tests
* UNICOS (from CERN) -> Very powerful but complex.
Concerns all levels of control systems. No support. Today:

PLC2Tango (from MAX IV) -> Not a PLC code
generator but a DS generator

PyPLC from ALBA -> Not tested

Other (From ELI)?

Tests performed on 3 test benches
with fully equipped PLCs in lab

FAT / SAT

To be considered:
Parts simulators
Digital Twins
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SULEIL Monitoring and maintenance tools

SYNCHROTRON

Large amount of PLC (~200), still growing = need for monitoring solution

Requirements:
« Able to retrieve data representative of the operating status of

the PLC ’— Alerting
« User friendly interface eb dashboard
Solutions: 2 I@O é
« Embedded Web server -> Simple but not adapted = -
to multiple PLC <Y
* Proprietary solution -> Not adapted to PLC from -
other brands
« Network monitoring tool-> Lot of stable and # Debian VM IDocker povided asa.
powerful products. ', SRl \
Good solution: Rely on software already used by \ ZAB B I X ,'
IT staff — N /
> % e
Work done: o 5/ &| e : \ -
« Program collecting probes based on various 2 5| % ) \ by
protocols. ” \ 5
« Develop web maps and dashboards Future [ g
$7-1500 - S 1
Schneider / Honeywell




SULEIL Monitoring and maintenance tools
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Multi-level interactive maps

L & B N &R N §B N N N § N N N _§B_§N_§N_§ N N N _§_ N R _§_§ &8 N N _§_§B_ &R 8§ N _§B N _§R_§N_§R_§N N N N |
Maps i s Netesotes et IR B B8

Allmaps | PLC_GT-C05_Map  Upperlevel maps: PLC_ACC_Map

Labo
Alignement

GT-C05

14
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Adresse IP

2024-10-01 11:15:35

172.16.6.23

N° modéle CPU

2024-10-01 11:15:35

6ES7 314-6CF01-0ABO

Revision logicielle CPU

20241001 11:15:35

2.0.8

Etat d'erreur CPU

2024-10-01 11:15:25

OK

Monitoring and maintenance tools

Single PLC Dashboard

Temps de fonctionnement
90 Jours - 21 Heures - 5 Minutes ¢

N° modéle carte réseau Etat fonctionnement CPU

6GK7 343-1EX20-0XEO0 S7CpuStatusRun

Revisicn logicielle carte réseau Temps de cycle (ms)

) i
Etat d'erreur carte réseau

mmmmmmmmmmmmmmmmmmmmmmmmmmmm
= foa w8 Mo Mo Mmoo |mo;mogo® o2 f o7 ooy o 8 2 e @ o A a
S5 8888388888888 888s4d88c4ad04a4d404

10-0111:16

last
W Temps de cycle (ms)  [all] 37ms 3

Email alert & report

From: <zabbix@synchrotron-soleil.fr>
To: <liste-zabbix-plc@synchrotron-
soleil.fr>

Date: Wed, 02 Oct 2024 10:24:06 +0200
Subject: Storage ring Vacuum Cell CO07 -
CPU STOP

Host : Storage ring Vacuum Cell CO07
IP Address : 172.17.7.15

Trigger : CPU STOP

Trigger description : PLC's CPU has
switched to STOP

Date : 2024.10.02 10:23:04

Key : CpuState

LastValue : S7CpuStatusStop

Zabbix link: https://zabbix.synchrotron-
soleil.fr/zabbix/zabbix.php?e=256469

Configuration details:

- CPU type: S7-315-2DP

- CPU model: 6ES7 315-2AG10-0ABO

- Hardware revision:

- Software revision: 2.0.1

- Uptime: 22 Days - 1 Hour - 2 Mintites
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s, Hardware evolutions for low-level communication and signals handling
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<1KHz: New generation PLCs

* 4-20mA / 0-20mA
« 24V /O

Analog and Digital signals

g Preferred Also supported [""Not'stpported
B + Open
| | * 0-10v/0-5V collector 1/0

57-1500 » Dry contacts
* RTD
» Thermocouple
Digital Protocols
Preferred Also supported

Protocols requiring
additional
programming work
®)

 Ethernet-based ;%% * ModBus TCP
« ProfiNet #Modbus
* OPC UA . . TCP
%‘ UA . ASCII protocols

* ProfiBus DP based on TCP/IP

BIULS

Protocols natively supported
by SIEMENS PLC

Protocols requiring
gateways and/or
programming
» EtherCAT

* CAN
* ASCIl or RTU

ModBus on
RS232/485

'd

Hirschmann GECKO series
Switchs/routers

>1KHz: DAQ Hardware

On the fly sample scanning

« PandABox »

Beam diagnotics

RF cavities

Industrial
Rapsberry Pi

/ Magnet power supplies

Function Generator/ Controller
(CERN FGC)

17



SULEIL Protocols evolutions for low-level communication
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_ FieldBuses move to FieldNetworks
Follow the widespread use of

Ethernet in the industrial world Numerous advantages:
« Significant reduction in wiring
« Centralised control of devices
Examples of fieldbus porting to Ethernet: * Richer device data (multivariables, parameters, diagnostics, etc.).
» Greater flexibility in system architecture and design.
« Ease of future extensions and maodifications
 loT

B(U|S
‘}{Vladbus > '}sﬂﬂadbus * TSN

But need to adapt to the specifics of Industrial Ethernet:

« Switching and routing equipment adapted to harsh environments:
New protocols: « Special formats for cabinet / DIN rail mounting

« 24VDC power supply

Ethel‘l ‘elt/IP . “Ruggsiduc/:f)nn"?ctors
EtherCA'I;

TCP

+ Knowledge of Operational Technology
IP & Mask Addressing

UTP/TCP difference

Switching & Routing

18
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Hardware integration

19” rack integration:

PLC at the top
of racks.

Industrial
cabling
elements
mounted on rear
plate.

21
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Lifecycle engineering

Specifications

Wiring scheme

Cabling and
hardware
integration

Software
development

Testing and
commissioning

Maintenance

Machine or
beamline staff

Automation
group
Automation
group

Automation
group
Machine or
beamline staff &
Automation
group
Automation
group

Almost every format accepted, then
translated into more formalized documents by
automation group.

Sometimes performed by subcontractors

Sometimes performed by subcontractors

Now covers also the associated TANGO
Device Servers

Site acceptance tests

Use of computerized maintenance
management system for stocks & elements
lifecycle

22
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OPCUA Summary

OPC Unified Architecture (OPC UA) is a cross- :
platform, open-source, IEC62541 standard for developec
by the OPC Foundation from the original OPC
communications model (Microsoft Windows-only process
exchange COM/DCOM)
Interesting features for SOLEIL:
» Address Space and information model: Uses self descriptive data models
» Security: Extensible security profiles, including authentication, authorization,
encryption and checksums
« Bandwith-saving Data Access method: Support for both client-server and
publish-subscribe communication patterns
« Communication protocol independent: Mappings to several communication
protocols like TCP/IP, UDP/IP, WebSockets, AMQP and MQTT are specified
» Wide application purpose: Initially successful in standardized data exchange
with industrial equipment and systems for data collection and control, but now
also leveraged in building automation, and cloud applications.
* Open and Free of charge under redistributable license
» Cross-platform: Not tied to one operating system or programming language

A communication model released in 2015 and
currently under study at SOLE3L .




SOLEIL OPCUA Proxy Device Server
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nn r Data
Tango Data OpcUaConnecto change
event change . o
notification OpcUaProxyClient [HaSiCItel
+—

ECLIPSE Milo >
Subscription Subscription

& writing & writing

- Device OpcUaProxy (using java Milo lib) works as a client, connecting to OpcUa
server and providing its data as Tango attributes.

- It creates Tango events (change, archive) at reception of data change notification
-Works on two modes: polling and subscription

- Auto data browsing and converting OpcUa tree data structure to flat data structure
in Tango

- Reading/writing given data

- All scalar, 1D and 2D data types are supported.

24

-Secure connection based on certificates
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IT/OT differences

L'intégration d’automates et des équipements qu'ils pilotent dans les reseaux de

terrain crée 2 types de trafics

Devices server.s

TANGZ.

== PLC Siemens
Série S7-1500

Controleur  Contrdleur hobot
| pompe jauge manipulateur
1 ionique

Superviseur  Console de programmation TIA

Trafics d’exploitation, de

configuration et de surveillance

» Trafic périodique lent (1s a 10s) +
Trafic occasionnel

« Couches et ports TCP/UEP
classiques (HTTP,NTP,SNMP,S7, ...)

* Non déterministe

» Pas de priorité

Trafics de processus et d’événements

« Trafic periodique rapide (1us a
100ms) + Trafic occasionnel

« Couches et ports spéciaux

« Déterministe (temps reel)

* Avec priorités (Alarmes, synchro,
Time Sensitive Networks)

25
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