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Data Policy

• MAX IV claim no ownership to experimental data (raw data and 
associated metadata) -> MAX IV acts as the custodian of 
experimental data.

• Metadata automatically captured by instruments is either curated 
within the raw data files or within a associated online catalogue.

• Experimental data is preserved for a minimal of seven (7) years 
and will be read-only for the duration of the life time at MAX IV.

• Raw data and associated metadata is accessible and searchable 
via online catalogue.



Data Storage

From T. Eriksson, IT Infra Manager



Data Access

• Globus Connect

• Sftp

• Rclone (targeted proposals, for cloud containers)

• 2 x 10Gbit/s to SUNET, bypassing LU packet inspection

• R/O NFS at LUNARC

• Additional services in development



Ownership

/data/(user-type)/(beamline)/(proposal)/(visit)/raw

/data/visitor /beamline /proposal /visit/raw

owner root service account service account service account

group
 root beamline group proposal group proposal group

Permissions
 2755 2775 or 2755 2750 2770

static static dynamically created dynamically created

• The (user-type) includes visitors, staff and proprietary

• The (visit) should begin with the date when the first shift starts

• In addition to /raw there will be a /process folder at the same level

• Data saving services runs as the corresponding service account

/data/visitors/biomax/20170251/20240121/raw



SDM

• SDM is (also) a python library

• Links User Office with experimental control system

• Ensures that the data goes to the right place, with the right 
permissions



DUO-SDM before experiment

DUO
Session changed

SDM

ProposalSync

Gitlab pipeline • check and create proposal group in AD
• for all the proposal users in DUO:

• Sync with the AD proposal group members (DUO is the 
truth)

• Move the user to DUOACTIVE if not there already
• Add to Visitors AD group, add extra_attributes in AD, 
enable, create_home

• Add the user to the proposal group
• add the beamline group to the proposal group
• associate extra resources to the proposal group (e.g. 
presto, vpn)



DUO-SDM during experiment

• Carlcarl is the user at the beamline
• Select a proposal from the available ones (typically 
accepted proposals)

• Select a visit
• Optional extra sample folder
• Path is created on disk, with correct permissions for this 
user/proposal

• This new path is propagated to the control system (e.g. 
Sardana)

• (Tango device runs as service account, so full data access)

• PathFixer is a tango device



What about 
metadata?

SciZoo

From: “EFFICIENT AND AUTOMATED METADATA RECORDING AND VIEWING

FOR SCIENTIFIC EXPERIMENTS AT MAX IV”, by D. van Dijken, ICALEPCS2023



SCIDOG



SCANLOG



Status Beamline Status Host Control system

1 BioMAX Production MxCube  
b-v-biomax-ec-2

MxCube  
Sardana

2 CoSAXS Production b-v-cosaxs-ec-0 Sardana

3 FlexPES Production flexpes-scifly-daq.daq.maxiv.lu.se  
b-v-flexpes-ec-0

Scienta  
Sardana

4 DanMAX Production b-v-danmax-ec-0 Sardana

5 MAXPEEM Production maxpeem-scifly-daq.daq.maxiv.lu.se  
b-v-maxpeem-ec-0

Uview  
Sardana

6 Veritas Production b-v-veritas-ec-0 Sardana

7 FinESTBeAMS Production b-v-finest-ec-0 Sardana

8 Balder Production b-v-balder-ec-0 Sardana

9 NanoMAX Production b-nanomax-controlroom-cc-3 Contrast

10 ForMAX Production b-v-formax-ec-2 Sardana

11 HIPPIE Production hippie-scifly-daq.daq.maxiv.lu.se Scienta/Prodigy

12 MicroMAX Production Not started  
b-v-micromax-ec-2

MxCube  
Sardana

13 SPECIES Production species-scifly-daq.daq.maxiv.lu.se  
b-v-species-ec-0

Prodigy  
Sardana

14 BLOCH Production bloch-scifly-daq.daq.maxiv.lu.se Prodigy

15 FemtoMAX Production b-v-femtomax-ec-2 Sardana

16 SoftiMAX Production softimax-scifly-daq.daq.maxiv.lu.se Sophie endstation





Proposal submitted
in DUO

Is proposal 
scheduled in DUO? 

(Beamline Staff)

No If proposal is rejected,
no access is granted

Yes

Is a experimental 
session created?
(MP, PI or CoP)

No

No

MAX IV 
proposal 
review 

process

Yes

Is user registered in 
the experimental 

session?

This user group has not yet registered 
participants (and samples they are 

bringing onsite) in a session.

This means users travelling onsite 
cannot yet apply for an access card 

(they can still do a safety test), and no 
one is granted data access.

Does user have a 
valid safety test? 

Yes

No Does user have a 
DUO account? No Ask user to create 

DUO account

Yes

MP, PI, CoP or 
Session responsible 

must add user to 
session

Ask beamline staff 
to schedule 

proposal

Ask user group to 
create a session

User cannot create 
Experimental 

session

Under no circumstances 
should a user be granted 
access to MAX IV facilities 
without a valid safety test.

Ask user to take 
safety test.

Yes

Did user apply for 
an access card?

No

No

It is when applying for an access card 
that users agree to MAX IV T&C, 

without which they are not allowed 
access to MAX IV premises.

Ask user to apply 
for access card

Is proposal
 status Approved, 

Reserve list or
Merged?

Yes

Yes

User granted access
 to MAX IV premises

CoP      Co-Proposer
DUO     Digital User Office
MP       Main Proposer
PI         Principal Investigator
T&C     Terms & Conditions
Italic    Done by this role

User granted data 
access*

*It is a know issue that users are granted 
data access without agreeing to T&C

Simplified MAX IV 
User Access


